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BlackW3B Protocol

1. What Is BlackW3B?

BlackW3B ($W3B) is the digital title deed for the Goldback, the world’s most usable physical
gold currency. Every token cryptographically corresponds to a specific, serialized Goldback
note: a discrete physical technology that hyper-atomizes 24-karat gold into polymer-encased,
transactional currency.

We are building a sovereign economic system that merges the tangibility of physical gold with
the velocity of the Solana blockchain and the privacy of Zero-Knowledge cryptography.
BlackW3B is not another gold token. It is a crypto-commodity: a Store of Value, a Medium of
Exchange, and a Unit of Account.

BlackW3B tokenizes Goldbacks on Solana with 1:1 serial mapping, daily
ZK proof verification, 2—3.5% APY yield, and sub-penny transaction costs.

2. Why Gold Tokenization Is Broken

The tokenized gold market has reached $4.6B, growing 228% year-over-year. Yet it is
dominated by two players—Paxos Gold (PAXG) and Tether Gold (XAUt)—that share three
fundamental flaws:

Existing projects back tokens with allocated gold bars—often large 4000z bars shared by
thousands of users. You own a claim on a slice, not a specific object. Verification relies on
quarterly PDF attestation letters from accounting firms. This is trust, not truth. There is no way
for a user to verify if their specific allocation has been double-leant or rehypothecated between
audit windows.

Gold was historically the ultimate private bearer instrument. Digitizing it has subjected it to total
surveillance—every transfer is public, every purchase tracked. This destroys the fundamental
property of cash that made gold valuable for millennia.

Physical gold has no velocity and no yield. It sits in a vault costing storage fees. Most tokenized
gold replicates this flaw, offering holders nothing but exposure to price movement. It is a dead
rock with a digital wrapper.
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BlackW3B vs. Competitors
Min. Purchase ($) Proofs / Year Native Yield (%)

BlackW3B - $30 BlackW3B - 365 BlackW3B - 2.75%

Kinesis -- $100 Kinesis -f 12 Kinesis -. 1.0%
XAUt -. $50 XAUt - 12 XAUt - 0%
e _- 0 i e

0 100 200 0 200 400 0 1 2 3

Minimum $200 $100
Yield 0% 0% 0.5-1.5%
Verification 12/year 12/year 12/year
Serialization No No No
Privacy No No No

TX Cost $5-$50 $5-$50 Low

3. The Solution: Sacred Issuance Architecture

BlackW3B solves the RWA Trilemma , Trust, Privacy, and Utility; through an architecture we call
Sacred Issuance. Three pillars of truth interlock to guarantee that every digital token is backed
1:1 by a specific, unique physical note.

Pillar I: The Physical Truth

Unlike fungible bullion, every Goldback note is serialized at the point of manufacture by
Valaurum. Each note carries a unique alphanumeric serial number (e.g., UT-2024-123456).
Goldbacks solve the “small coin problem”-allowing ownership of as little as 1/1000th of an
ounce (approximately $2—$4). Notes are composed of .999 fine gold vacuum-deposited onto
polymer film, available in denominations from 1 to 100, and registered in Goldback Inc.’s
authentication database.
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Assets are fully allocated and vaulted with insured, segregated custody through UPMA-style
accounts with Lloyd’s of London all-risk coverage. Users retain full redemption rights-they can
burn tokens to receive physical notes via insured shipping at any time.

Pillar Il: The Cryptographic Truth

We use Noir Zero-Knowledge Circuits (ZK-SNARKS) to prove solvency daily without revealing
the specific inventory list. Our circuit mathematically proves three facts:

1. Solvency: The count of active serials in the vault is greater than or equal to total token
supply.

2. Uniqueness: The list of serial numbers contains no duplicates, enforced by verifying the
list is strictly sorted in ascending order.

3. Integrity: The input list matches a public Merkle Root (SHA-256) committed on-chain,
creating a permanent, tamper-proof audit trail.
Why this matters: We don’t just prove we have some gold. We prove we have unique gold that
hasn’t been double-counted. This is mathematical certainty, not a trust-based attestation.

Pillar lll: The On-Chain Truth

The Solana Smart Contract serves as the final enforcer. Inside the protocol’s mint instruction,
the code enforces a hard circuit breaker: if the oracle proof does not confirm that vault holdings
equal or exceed the new total supply, minting is atomically rejected. This prevents fractional
reserve banking at the protocol level-a protection that competitors rely on quarterly human
auditors to provide.

Built on Solana (65,000+ TPS, sub-400ms finality), BlackW3B enables global gold transfers in
milliseconds at near-zero cost. The protocol uses the Token-2022 standard, which enforces
complex logic at the protocol layer including native transfer fees, confidential transfers, and
compliance hooks—rules that cannot be bypassed even through direct program interaction.

4. How It Works: Technical Architecture

4.1 Token-2022 Extensions

BlackW3B leverages Solana’s Token-2022 modular extension system to enforce rules without
smart contract overhead. Currently deployed extensions include Metadata Pointer for on-chain
asset definition and Permanent Delegate for institutional key recovery. Post-audit extensions will
add Transfer Hooks for KYC/whitelist enforcement, Transfer Fees for automated vaulting fee
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collection (0.5% per transfer), and Confidential Transfers with encrypted balance and amount
fields using ElIGamal encryption.

4.2 Three-Layer Verification

The proof-of-reserve system operates across three layers. Layer 1 (Physical Inventory): the
custodian maintains the serial number database with daily reconciliation against vault logs and
insurance verification. Layer 2 (Cryptographic Commitment): a Merkle tree is constructed from
all serial numbers, with the root hash posted immutably on-chain. Layer 3 (Zero-Knowledge
Proof): the Noir circuit proves the Merkle root plus gold content exceeds supply, with proof
hashes submitted on-chain daily as a permanent audit trail.

4.3 Oracle & Price Feeds

Accurate pricing requires three data streams: spot gold price via aggregated feeds, SOL/USD
price via multi-source aggregation (Jupiter, Binance, CoinGecko) with fallback chain, and the
Goldback premium rate from the manufacturer’s published exchange rate. Circuit breaker
protections reject stale prices (older than 24 hours), filter volatility spikes (greater than 20%
deviation), and require minimum 2-of-3 source agreement within 5% tolerance.

4.4 P2P Fulfillment Network

When users redeem tokens for physical gold, they burn W3B on-chain, creating a
RedemptionRequest. Any approved fulfiller can claim the order in a race-to-accept model, ship
the physical Goldbacks, and receive confirmation from the protocol operator. Fulfillers earn
reward points for each completed delivery. The off-chain layer (Supabase) mirrors on-chain
state to handle shipping metadata, tracking, and Ul updates.

4.5 ZK Circuit Specifications

Proving System Barretenberg (Aztec/Noir backend)
Elliptic Curve BN254 (Ethereum/Solana compatible)
Proof Type Groth16 (succinct, constant-size)
Complexity ~50,000 constraints (20-serial batch)
Generation Time 3-5 seconds (Apple M1/M2)
Verification Time <100ms

Proof Size 16KB per batch

5. The Economic Engine
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5.1 Five Revenue Streams

BlackW3B Protocol

BlackW3B generates sustainable revenue through five channels that scale with TVL and

transaction volume:

[Sveam | Howhvorks | Year 10w | Year3 100w |

Minting Spread

Transfer Fees

Redemption Fees

Yield Protocol Fee

Premium Services
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5.0 -

2.5 -

0.0 -

Buy wholesale ($8.50), sell
retail ($10.15)

0.5% on every transaction
(auto-collected)

0.5% when users burn for
physical gold

15% of leasing revenue
(lease to Goldback Inc.)

White-label, expedited
redemptions, institutional
custody

$1.63M

$100K

$5K

$18K

$140K

$16.26M

$1M

$50K

$180K

$1.2M

3-Year Financial Projections

[ Revenue
" EEE Net Income

$9.29M
$7.79M
$1.89M
Year 1 Year 2
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5.2 Unit Economics

BlackW3B Protocol | Grounded in Truth

Revenue Stream Mix (Ye1ar§n§‘;e§1 8.69M)

Fees Redemption

Fees

Premium
Services

Minting
Spread

I

Revenue per $1,000 TVL

$31.80/year

Costs per $1,000 TVL $8/year
Contribution Margin 75%
Break-Even TVL $100K
Customer Acquisition Cost $50-$75

LTV:CAC

0.8x (Year 1) — 3x+ (Year 2)

5.3 Three-Year Financial Projections

o T i [Rovemso | tncomo | ot

Year 1 $10M 5,000 $1.89M $1.11M 58%
Year 2 $50M 25,000 $9.29M $7.79M 84%
Year 3 $100M 50,000 $18.69M $16.14M 86%
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Profitable from Year 1. Revenue grows 10x from Year 1 to Year 2, and 2x from
Year 2 to Year 3. Net margins expand from 58% to 86% as fixed costs are amortized across
growing TVL.

5.4 Yield Mechanism

Goldbacks can be leased back to the manufacturer to fund production, generating 2-3.5% APY
paid in kind (additional Goldbacks). BlackW3B implements a wrapped yield token (yW3B) using
a LST model: users deposit W3B, receive yW3B, the protocol leases physical Goldbacks to the
manufacturer, yield accrues as an increased yW3B exchange rate, and users redeem yW3B for
more W3B. This creates a sustainable economic loop without inflationary token emissions or
risky DeFi lending.

6. Community & Tokenomics

6.1 The Two-Token Model

BlackW3B distinguishes between two instruments with different purposes and risk profiles. The
Product Token (WGB) is what users buy-ownership of specific Goldback serial numbers,
exposure to gold price appreciation, and 2-3.5% APY yield. The Company Equity is the
investment vehicle in BlackW3B Inc., providing rights to protocol revenue across all five streams
and exit proceeds.

6.2 Points & Rewards System

The BlackW3B protocol includes an on-chain loyalty system built directly into the smart contract.
Users earn points through every interaction with the protocol: 1 point per W3B purchased,
double points (2x) on redemption when burning tokens for physical gold, and bonus awards for
off-chain actions like purchases through SP3ND or the Goldback Shop.

Bronze Default tier for all new users

Silver 100+ Active participant benefits

Gold 500+ Priority access and enhanced features
Platinum 2,000+ Top-tier community member

6.3 P2P Fulfillment Network

The redemption system creates a decentralized delivery network. When a user burns W3B for
physical Goldbacks, the on-chain program creates a RedemptionRequest with Pending status.
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Any approved fulfiller can race-to-accept the order, becoming the designated shipper. Upon
admin confirmation of delivery, the fulfiller earns 5 points per completed order, tracked
separately as fulfillment rewards. This creates a community-driven logistics layer that scales
without centralized infrastructure.

6.4 The Community Flywheel

The system creates a self-reinforcing cycle: users buy W3B and earn points, points unlock tiers
and benefits, engaged users redeem for physical gold (earning double points), fulfilled orders
create fulfiller incentives, and the entire loop drives transaction volume which funds protocol
operations through fees. Each participant—buyer, holder, redeemer, fulfiller—strengthens the
network for everyone else.

7. Market Opportunity

The RWA tokenization market is projected to reach $16 trillion by 2030 (BCG estimate), with
gold-backed tokens currently representing a $4.6B subset growing 228% year-over-year.

Market Opportunity Funnel

TAM
Physical Gold
$13T

Tokenized Gold
Market
$4.6B

SAM
Fractional + DeFi
$1.5B

SOM

Year 3 Target
$46M

7.1 Market Sizing

T S ™ S

$13 Trillion Global physical gold market

Current on-chain gold (0.03%

Tokenized Gold $4.6 Billion .
penetration)
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Fractional + DeFi + privacy

SAM $1-%$1.5 Billion USers
SOM (Year 3) $46M TVL 1% of SAM target
7.2 Why Now

* RWA Narrative: Institutional capital is flowing into tokenized real-world assets.
BlackRock and Franklin Templeton have entered the space, validating the category.

» Gold Bull Market: Gold at $5,100/0z with projections toward $6K—$8K driven by inflation
hedging and currency debasement concerns globally.

» Solana Momentum: The fastest L1 blockchain with the lowest costs and a rapidly
growing DeFi ecosystem. Sub-penny transactions enable micro-gold payments.

» Timing Window: 18—-24 months before competitors can replicate the serialization
infrastructure. First-mover advantage in a blue ocean.

7.3 Customer Segments.

» Retail Investors: Seeking fractional gold exposure with liquidity and yield.

* Crypto Natives: DeFi users wanting non-correlated, yield-bearing assets for portfolio
diversification.

+ Businesses: B2B payments requiring privacy, low fees, and instant finality with no
chargebacks.

* International Users: Emerging markets with currency instability (Argentina, Turkey,
Nigeria) seeking sound money.

TVL Growth Trajectory

$100M
100 - o
=
® g0-
T
Q
"1
3
a4 60- $50
E ¢
©
> 40 -
©
°
=
20 - $6M $10M
$1M $3M o
()
0. ° . . : !
Q2 Q3 Q4 Q1 Year 2 Year 3
2026 2026 2026 2027

Page 10



BlackW3B Protocol

8. The Defensible Moat

BlackW3B’s competitive advantages stem from interconnected architectural decisions that are
difficult and expensive to replicate:

Once a Goldback serial number is tokenized by BlackW3B, no competitor can tokenize it. This
creates a physical-layer exclusivity that compounds with every note added to the vault.
Replicating this requires either partnering with the sole manufacturer (unlikely if exclusive) or
building an entirely new serialized gold manufacturing operation.

Daily cryptographic proof of uniqueness is an industry first. While technically replicable, it
requires significant expertise in ZK cryptography and custom circuit design—estimated at 6-12
months and $200K+ in R&D investment.

Sub-penny transactions enable micro-payments and fractional gold spending that Ethereum
competitors fundamentally cannot match due to gas costs. Network effects favor the first mover
through liquidity depth, integration partnerships, and community mindshare.

The 2-3.5% APY comes from physical asset productivity (manufacturer lease agreements), not
speculative DeFi lending. Competitors using inert bullion cannot replicate this without
introducing counterparty risk through lending protocols.

A competitor would need to secure an exclusive serialized gold
manufacturer partnership, build ZK proof infrastructure, implement yield mechanisms, achieve
Solana ecosystem adoption, and integrate privacy features. Estimated cost to replicate:
$2M-$5M over 18-24 months.

9. Roadmap & Milestones
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Q2 2026 Mainnet launch, security audit $1M $188K
complete

Q3 2026 Goldback Inc. partnership live $3M $565K

Q4 2026 Qro Flngnce integration, DeFi $6M $1.13M
integrations

Q1 2027 Institutional custody, white-label $10M $1.89M

clients

Phase 1 (Production Hardening, Q2 2026): Third-party security audit from a Tier-1 firm, mainnet
deployment with all credentials rotated, Transfer Hook program enforcing KYC whitelist, and
bug bounty program launch.

Phase 2 (Partnership Integration): API integration with Goldback Inc. for live serial number data,
first physical deposit and vault verification, initial liquidity provision on Raydium and Orca, and
redemption workflow activation with shipping integration.

Phase 3 (Scale & Institutional Adoption, 6—12 months): Legal entity formation, KYC/AML
provider integration, CEX listings targeting Coinbase and Kraken, custody integration with
Fireblocks and BitGo, cross-chain bridges via Wormhole, and B2B payment rails.

10. The Team

Rio B. (Founder / CEO): Crypto-native builder with deep experience in RWA tokenization and
DeFi protocol design. MTN DAO member with established relationships across the Solana
ecosystem and Goldback Inc. network.

Syd S. (Co-Founder / CTO): Solana engineer specializing in Token-2022 implementation and
Zero-Knowledge proof systems. Architected the BlackW3B smart contracts, Noir circuits, and
oracle infrastructure from the ground up.

Advisory Network: MTN DAO community (3 referrals), Solana ecosystem connections, and
established relationships with Goldback Inc. and UPMA custody providers.

11. This Is Real: Current Status

BlackW3B is not a concept, it's a working system deployed on Solana Devnet. Users can
interact with the protocol today:
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» Smart Contracts Deployed: Token-2022 program with reserve enforcement on Solana
Devnet.

» ZK Proof System Operational: Noir circuits generating and verifying proofs of unique
reserves (274 lines, 8 passing tests).

* Live Web Application: Users can connect wallets, swap SOL to W3B, browse inventory,
and execute transactions.

+ E-Commerce Integration: Working Amazon purchase flow via SP3ND API-proving W3B
is functional currency.

* Points & Rewards: On-chain loyalty system with tier progression active.
» Confidential Transfer Implementation: Token-2022 privacy features ready.

[comporant——————Jpaars

W3B Token Mint GnsxWGypWatWY8tKeqAwSS12qP88yy2879GA79jfwJHL

Protocol Program 9xZaf2jccNgsfStFKqcXS9ubKfcZcgNbCmgPuHDLLtd6

Treasury PDA EvMFQw18whzzEBUgeBhurW1dFWTXCL9KYKEycKEWhgb6

State PDA CWYNIiViINYPEApbGjjhDPZ8vmxRTMJiHsJto8JRZNPG8s
Live Demo:

Open Source:

BlackW3B is not a crypto-currency. It is a crypto-commodity.

This white paper reflects the protocol’s status as of February 2026. Technical specifications, roadmap timelines, and
partnership details are subject to change as development progresses. This document does not constitute financial
advice or a securities offering.
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